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Group, Key Facilitators and the FCTC Secretariat

Thank the Parties, Members of the Working




Agenda

e Key requirements / GSP Highlights

s System Users & Party Access

mmm Party Management

mmw  Exchanging Messages

m  UIM Lookup feature

mmmm ReEports
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Technology agnhostic: should not
mandate use of any specific
solution

End-to-end Encryption:

FCTC Secretariat (and by extension UN ICC)
should not be able to read the
contents of the messages being
exchanged*

Secure exchange of ‘meta data’:

e Readable by GSP
e Helps in Routing
e Basic reporting features

*FCTC/MOP1/WGT&T/1/4 Issue Paper for GSP dated 24/October/2019 :



GSP Highlights

Works on any modern web-browser:

e Google Chrome (or derivatives)
* Mozilla Firefox

¢ Microsoft Edge

e Apple Safari

Does not require any software to be
installed on the users’ machine.

Two level security*

e Password to protect system access as well as
‘meta data’

e Passphrase to encrypt the actual messages
being exchanged between the Parties
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System Users

FCTC Secretariat

* Manage Party

* Approve: Party Admin, Party
Agent, UIM Registration

* View reporting dashboard

* Disable Party, Party Admins and
Agents

* Can not send / receive any
messages

* Can not view the messages
being exchanged between
Parties
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Send / Reply to messages




Requesting Access: Parties

Secretariat will Party Admin, fills
send an “invite an online form
email”: To a (link in email)

Party provided and attaches
contact (email ’"Nomination
address) letter’.

Minimum of two (2) Party Admins required:

Secretariat
approves the
Party Admin

Party Admin logs
into the system

to create
password and
passphrase
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Party Admin can
now create Party
Agents as well as
other Party
Admins

to ensure any accidental loss of passphrase OR change of personnel does not lead to message loss



Party Management: By Admins @

On FCTC’s
approval, this
Agent account is
activated

Create a new Party
Agent, for their
Party

Submit a new UIM
pattern for the
Directory

Disable an Agent
from their Party
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Party Management: By Admins {i

New User Cancel

Click on the image to replace it

ersonal informatio ontact information
el Personal information Contact informat
Kenya
First name Business e-mail
Messages
Last name Secondary e-mail

UIM Patterns

2 My Profile

Title e
.
&% Admin Panel Select an option v



Creating and Responding to Messages

Messages C

8 Conversations

Pakistan
UIM Request PA202309130238
Not able to respond

Pakistan
UIM Request KE202309080312
We are not able to provide the information requ...

Pakistan
UIM Request PA202309080317

No more info

Pakistan
UIM Request KE202309110426
We don't have the requested information.

Austria
UIM Request KE202309110427
New Request

Albania
UIM Request KE202309110426

New Request

European Union
UIM Request KE202309111227
New Request

Pakistan
UIM Request KE202309080315
Hello again.
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No more threads

Unreadonly 1B

Wed 13 Sep 2023 - 02:40 PM

Wed 13 Sep 2023 - 02:

z

Wed 13 Sep
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01:57 PM

Wed 13 Sep 2023 - 11:56 AM

Mon 11 Sep 2023 - 04:27 PM

Mon 11 Sep 2023 - 04:26 PM

Mon 11 Sep 2023 - 12:27 PM

12:26 PM

New UIM Request

6 Messages sent to this chat are secured with end-to-end encryption. Tap here to know more.

To Select party / parties to send query separately

UIMs  Write UIM numbe

Number of UiMs:

This query the (Please select as required)

[0 Selectall
[ a. Date and location of manufacture
O b. Manufacturing facility
[0 c. Machine used to manufacture tobacco products

[J d. Preduction shift or time of manufacture

[ e. The name, invoice, order number and payment records of the first customer who is not affiliated with the manufacturer

[ 1. The intended market of retail sale
[ g. Preduct description
[J h. Any warehousing and shipping

[ i. The identity of any known subsequent purchaser; and

[ j. The intended shipment route, the shij date, shij point of dep and

Predefined message (Will appear to the
The purpose for this request is the detection or investigation of iliieit trade in fobacco products.

@ Add attachments (optional)
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Discard
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Additional Information

Messages C

8 Conversations

© 6 ® 6606 6 6

Pakistan
UIM Request PA202309130238
Not able to respond

Pakistan
UIM Request KE202309080312

We are not able to provide the information requ.

Pakistan
UIM Request PA202309080317
No more info

Pakistan

UIM Request KE202309110426
We don't have the requested information.

Austria
UIM Request KE202309110427

New Request

Albania
UIM Request KE202309110426
New Request

European Union
UIM Request KE202309111227
New Request

Pakistan
UIM Request KE202309080315
Hello again.

®

No more threads

Unread only »

Wed 13 Sep 2023 - 02:40 PM
Wed 13 Sep 2023 - 02:29 PM
Wed 13 Sep 2023 - 01:57 PM
Wed 13 Sep 2023 - 11:56 AM
Mon 11 Sep 2023 - 04:27 PM
Mon 11 Sep 2023 - 04:26 PM
Mon 11 Sep 2023 - 12:27 PM

Mon 11 Sep 2023 - 12:26 PM

UIM Request PA202309130238

e Pakistan - Jon Pakistan

e Kenya - Jon KenyaTwo

Not able to respond

Add new message to the thread

@j Add attachments (optional)
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First message

Wednesday, 13 September 2023 - 02:38 PM

Wednesday, 13 September 2023 - 02:40 PM

Cancel 1 1
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UIM Directory ¢

=

Party Pattern Expiration date Image Status.
Kenya HHXNXHHK Seplember Bth 2023 0310 PM ;,‘ F ? ;‘:— Pending
Spain test Pending
=\
Austria querty - Approved
Belarus. 18ndom img - n Pending
Aanis 123456 - - Approved
Beigium 1234584 - Approved
Fake Party =100
UIM Pattern X

Party Kenya

Pattern JOOOCEXXXX

Status Pending

Expiration date September 8 2023 03:10 PM
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FCTC
Secretariat
Admin Panel

A Home
- Admins
M Parties

i= UIM Patterns

Notifications °

U Log out
Support:
help@unice.org
Privacy Policy

Copyright FCTC 2023

v15.0

182 Users by Party

Parties @ Party admins Agents

Alphabetical

- Afghanistan

- Albania
[ ]
5 o 54 3 - Andorra
Users = Angola
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- Argentina
[ ] Armenia
467 I
UIMs —
Messages sent
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Demo Video: @

https://www.youtube.com/watch?v=IUfFb42sk9s

Digital. a 0

For the UN family

CCCCC
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Questions? . ¢¢?é .

CCCCC




Thank you!



